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Abstract—Fault injection is a well-known threat to hardware
security. However, the behavior of a digital system under fault
injection is poorly understood. It is hard and often impossible
to precisely observe the onset of the fault, and the outcome of
a fault injection is only observed many clock cycles after fault
injection. In the case of a microcontroller core, this leads to
poor understanding of fault effects and, consequently, ineffective
fault countermeasures. To better understand the fault onset in a
microcontroller core, we present CAPRI6, an SoC ASIC with six
openMSP430 microcontroller cores coupled in lockstep execution.
CAPRI6 supports full-state observation of all cores using a scan
chain. We show how the combination of redundancy and scan
chain leads to a precise understanding and characterization of
fault injection effects. We present practical results for clock-
glitching and electromagnetic fault injection (EMFI) on the
CAPRI6 chip, and we validate these measurements against pre-
silicon design data (timing and place-and-route results). We
propose the use of a scan chain as a practical tool in the analysis
of fault injection effects in complex digital systems.

Index Terms—Fault Injection Attacks, Redundant Core Archi-
tecture, Scan chain analysis, Sane vs Weird Machine

I. INTRODUCTION

Fault injection is a well-known threat to hardware security,
and numerous recent attacks have shown that even commer-
cially deployed systems remain highly susceptible [1]. The
asymmetry between exploiting faults and defending against
them stems from the fact that the adversary does not need a de-
tailed understanding of the fault onset: only the fault outcome
matters. However, from the viewpoint of the designer, effective
handling of faults is crucial and faults have to be detected and
squashed as early as possible. This is very challenging. Fault
injection techniques such as clock-glitching, voltage-glitching
and EMFI introduce bit-flips at the lowest hardware level,
at a location that depends on the fault injection parameters
as well as on low-level design properties including timing,
cell placement, and interconnect layout. Furthermore, fault
propagation is poorly understood, especially in a multi-layered
design that includes software and hardware. The software
community has used the term weird machine (as opposed to
sane machine) to describe the behavior of a software program
subject to hardware faults [2]. Indeed, since hardware faults
can affect a processor’s micro-architecture, even the behavior
of individual instructions becomes unpredictable.

In this contribution, we tackle one of the key questions
that prevent a deeper analysis of the problem of fault attacks:
How can we measure fault injection? Our proposal is to use a
scan chain as illustrated in Figure 1. We have implemented a
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Fig. 1. CAPRI6: A six-core openMSP430 microcontroller featuring scan
logic for fault observability

six-fold redundant microcontroller design (openMSP430 [3])
with scan-logic. The six-fold redundant implementation is used
to easily parallelize fault injection experiments, as each fault
injection can affect six cores simultaneously. Each core is
identical, except for variations in the layout (place-and-route),
and due to process manufacturing. To study fault effects, first
an initial state is scanned into each of the six cores. Next, a
fault is injected when the cores execute a single clock cycle.
Finally, the scan chain is extracted and analyzed. Since all
cores perform the same operation, faults can be easily detected
by comparing the scan chain contents. Furthermore, since the
cores run for exactly one clock cycle, there is no ambiguity
on the root cause of any faults identified. The main objective
of this paper is to demonstrate that this technique is generic
and can characterize faults regardless of the injection source.
We demonstrate fault analysis for clock glitching as well
as for EMFI. Furthermore, we also show that our empirical
data of observed fault response matches the chip design data.
Since scan chains are a well understood and widely used test
structure, the proposed technique can be applied to a wide
variety of designs. Because of the experimental nature of this
work, a detailed analysis of the fault’s impact on software
execution is out of scope of this paper. We refer to other recent
work that investigates this question [4].

Recent studies have explored models involving fault adver-
saries [5]. Techniques for k-fault-resistant partitioning were
demonstrated using OpenTitan [6]. Our redundant and scan
chain approach to root cause analysis distinguishes itself
through its novel methodology for fault root cause analysis
in a multicore SoC ASIC environment. The proposed method
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Fig. 2. (Left) Clock glitch fault injection methodology; (Right) EMFI fault
injection methodology.

has potential application in various processor architectures. As
a proof of concept, the methodology is explored in the ASIC.

Building upon the utilization of STA and layout analysis [7]
for identifying faults, this research demonstrates their imple-
mentation in validating the root cause analysis.

The contributions of our work are as follows.
• We present a method to measure the immediate impact

of fault injection using a scan chain. We demonstrate
this method on a test-chip containing six identical open-
MSP430 cores.

• We characterize each core’s response on EMFI and clock
glitching for a selected number of test instructions (scan
configurations), representative of typical software activity.

• We validate the measured fault response against the pre-
silicon design data of the same chip and show correlation
based on well understood fault response effects. Clock
glitches cause timing violations, and EMFI can cause
local faults provided that the EM pulse is directed to a
specific region of the chip.

The remainder of the paper is structured as follows. Section
2 describes the methodology and validation of root cause,
Section 3 elaborates CAPRI6 architecture and experimental
setup. Section 4 and 5 share experimental results of clock
glitching and EMFI respectively. Section 6 concludes with key
findings and suggestions for enhancing fault resilience.

II. METHODOLOGY

The proposed methodology leverages the sane versus weird
machine framework to enable precise root cause analysis for
fault detection. A sane machine represents the expected system
behavior, transitioning only between known states as defined
by the design. In contrast, a weird machine arises when faults
cause transitions to unknown or unintended states, leading to
unpredictable system behavior. This distinction is pivotal for
diagnosing fault-induced anomalies and understanding their
propagation.
A. Basic principles of scan chain analysis

Figure 2 illustrates two fault injection methodologies: Clock
glitch attack and Electromagnetic Fault Injection (EMFI).
In a Clock Glitch Attack, the process is initiated with the
configuration of registers through the scan-in interface A .

R6

+

R15

R15

R15

R15

R15

Sane State : 1

Weird States : 216 - 1

Fig. 3. Illustration of sane and weird machine behavior: When R6 and R15
are added, the expected result is R15 (sane state). Any deviation results in
one of the possible (weird) states, demonstrating the impact of fault-induced
anomalies on the state transitions.

Subsequently, a clock glitch is introduced by varying the glitch
duration (Tglitch) from 0 to 10 ns ( B ), inducing a timing
violation in the system. Finally, the registers are scanned ( C )
to observe and analyze the impact of the glitch, identifying
any deviations or errors resulting from the timing violation.

Similarly, in an EMFI Attack, the registers are initially
configured through the scan-in interface ( A ). An electromag-
netic pulse is then applied to the target circuit by varying
parameters, such as the pulse duration and spatial location(XY
coordinates) ( B ). This induces faults in registers and disrupts
normal operations. The state of the registers is subsequently
extracted through the scan-out interface ( C ) to detect and
analyze any faulty bits caused by the EM pulse. Both method-
ologies emphasize the identification of system vulnerabilities
through the systematic injection of faults and observation of
their effects on registers.

To enhance the observability and controllability of state
transitions, this methodology employs a single clock cycle
scan chain technique. This technique captures the state of the
system after each clock cycle and provides detailed insights
into state transitions. If a transition occurs from a known state
to an expected state, the system remains in the sane machine.
However, transitions to unknown states indicate weird machine
behavior and potential faults. An example is illustrated in the
figure 3. By identifying the specific clock cycle and state
responsible for the deviation, this technique enables precise
root cause identification.

The methodology is particularly effective under stressful
conditions, such as clock glitches [8] or thermal-induced
faults, where the system behavior can deviate unpredictably.
Real-time monitoring of the scan chain allows the system
to detect faults early and to analyze their progression. By
addressing faults at their origin, the methodology enhances
the robustness of the system, reduces fault recurrence, and
improves the overall reliability and security.
B. Validation of Root Cause Analysis

Validation of the root cause analysis integrates static timing
analysis (STA) and electromagnetic fault injection (EMFI)
layout correlation to ensure comprehensive accuracy. In STA,
validation focuses on the signal slack time at flip-flops relative
to the clock edge during state transitions. Clock glitches, which
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Fig. 4. The CAPRI6 ASIC architecture die photograph and floorplan reveal
six independently routed cores (Core 0 to Core 5). Clock tree distribution
across cores in the system. Each core’s clock characteristics are represented,
highlighting the variations that could affect synchronization and performance
under stress experiments

reduce the clock period, are analyzed to determine whether the
signals arrive too late or too early, resulting in incorrect state
transitions or metastable conditions. Correlating scan chain
outputs with these timing violations ensures that the observed
faults align with timing-induced vulnerabilities.

Additionally, the validation incorporates spatial and tem-
poral layout correlations during the EMFI. EMFI introduces
localized disruptions in specific hardware regions by targeting
temporally sensitive or spatially dense areas [9]. The scan
chain captures the resulting faults and their locations are
mapped to the chip layout. This methodology evaluates the
physical design weaknesses that contribute to faults by exam-
ining whether the observed fault occurs in areas with high rout-
ing congestion or exposed surfaces. By combining STA and
EMFI correlations, the proposed methodology ensures a robust
and reliable validation process. This approach links observed
anomalies to timing and physical design characteristics, en-
hancing the accuracy and reliability of fault diagnostics while
enabling informed design improvements. Having established
the analysis framework, we next discuss the implementation
of this approach on our custom six-core ASIC, CAPRI6, and
the experimental setup for fault injection.

III. CAPRI6 AND EXPERIMENT SETUP

A. CAPRI6 Architecture

The CAPRI6 ASIC is a 180nm, 12 sqmm. SoC that consists
of six identical MPS430 cores. Each core has a unique layout
pattern in the chip as shown in the figure 4. Each core
has dedicated 2 KB program and data memory for soft-
ware application. The core programming interface uses I2C.
Through GPIO, an on-chip communication network between
cores is created. Each core can halt the SoC upon local fault
detection and notify the other cores through a redundant fault
communication path. Next, the full state of registers across
cores can be accessed through the scan chain for the fault root
cause analysis. Each core includes on-chip (glitch) detectors

TABLE I
GATE COUNT DISTRIBUTION: MINOR VARIATIONS CAN STILL INFLUENCE

TIMING, AS ILLUSTRATED IN FIG. 5.

CoreID openMSP430 GPIO TimerA Sensors
0 4693 1547 875 1416
1 4698 1448 881 1421
2 4693 1352 878 1417
3 4659 1472 880 1414
4 4699 1458 881 1413
5 4699 1353 880 1431
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Fig. 5. Standard deviation in slack time(ns) across different system registers.
The x-axis groups register, y-axis measures the timing variability across the
six cores, highlighting the layout-level disparities

(three ring oscillators of 5 stages and one of 11 stages) to
monitor voltage drops and timing glitches. In addition, each
core has a timer and a hardware multiplier module to facilitate
computations.

The CAPRI6 ASIC is designed to operate at a clock rate
of 50 MHz. Synopsys Design Compiler was utilized for front-
end synthesis. Back-end implementation, including placement
and routing, was executed with the Synopsys ICC2 Compiler,
while Mentor Graphics Calibre conducted design verification
and sign-off to ensure manufacturability.

a) Placement and routing variation: The clock tree dis-
tribution layout Figure 4 illustrates the differences in clock
routing across the six cores. Table I presents the variations
in the gate count for different modules (openMSP430, GPIO,
TimerA, and Sensors) within each core, which result from
variations in placement and routing during the physical design
process. These disparities may affect the timing performance
and fault behavior. For example, in Figure 5 the standard
deviation of the register slack time (ns) could potentially
reduce the timing margins. Furthermore, these layout-induced
variations could intensify synchronization challenges, partic-
ularly under stress conditions such as EM pulses or fault
injection scenarios.

b) Compatible with CW308: We integrated the CAPRI6
chip as an add-on card on the ChipWhisperer CW308 [10]
board, ensuring that our fault and side-channel analyses remain
compatible with the ChipWhisperer platform. For root-cause
analysis experiments which require scan chain access, we used
a measurement setup as depicted in Figure 6.

Raspberry Pi (RPI) GPIOs are configured as scan chain read
or write, and as program interface. CW305 generates a glitch
upon a handshake signal from the RPI.
B. Experimental setup

a) Clock glitch measurement setup: The clock glitch
measurement setup comprises multiple components that op-
erate in coordination. The setup is schematically represented
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Fig. 6. Schematic diagram of the CAPRI6 (ASIC) mounted on the CW308
main board, interfacing with the CW305 FPGA for clock glitch generation
and a Raspberry Pi for scan chain control.

by CAPRI6, CW305, and Raspberry Pi, which are physi-
cally interconnected for synchronization in the lower parts
of the figure 6. Control signals, including scanin, scanout,
clock, and glitch, were managed through these connections
to ensure precise measurements. This arrangement facilitates
detailed fault analysis by isolating and evaluating the effects
of clock glitches on the specific components of CAPRI6. The
ChipWhisperer platform interfaces with a Raspberry Pi for
configuring CW305 FPGA board to achieve desired glitch
width injection. CAPRI6 serves as the target device and
interfaces with the CW305. It is controlled by the Raspberry
Pi through scan chains. The scan chain is utilized to configure
the internal state of the CAPRI6 registers in scan mode prior
to transitioning to execution mode for a single clock cycle.
During this execution cycle, the CW305 board injected a clock
glitch of a predetermined width. The scan chain captures the
impact of the glitch on specific instruction-related registers.

b) EMFI measurement setup: EMFI measurement cam-
paigns used the same setup as the Spider EMFI pulse gen-
erator. The chip was systematically scanned across 20 rows
and 15 columns, with pulse durations ranging from 4 ns to
25 ns and voltages varying from 1.8 V to -4.0 V. EMFI pulses
were introduced during a single clock cycle, and the scan
chain captured the faults in the key registers. A Raspberry
Pi controlled the experimental setup, whereas the Spider’s
manipulator ensured precise control of the XY coordinates
for fault injection. This configuration was designed to ana-
lyze electromagnetic vulnerabilities and identify susceptible
hotspots of the chip.

IV. CLOCK GLITCH ANALYSIS

This section describes experiments that analyze fault behav-
ior for three instructions: MOV transfers data from register R6
to R15; ADD sums registers R6 and R15; and MUL performs
multiplication using the multiplier peripheral module.

a) MOV r6, r15: The instruction ”Mov r6, r15” (0x460f)
is a two-operand arithmetic operation completed in one clock
cycle during software execution. During execution, we as-
sessed system performance by intentionally introducing timing
glitches ranging from 1.44 ns to 30 ns and observing the
results with a scanout. In this example, the MOV instruction
transfers 0xFFFF from R6 to R15. Figure 7 illustrates that
Core 1 experiences the highest fault impact across glitch
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Fig. 9. STA slack analysis for R15 indicates that bits 12–15 have minimal
timing margins, highlighting their criticality.

widths, with a maximum of four faults at 1.4 ns glitch width,
identifying it as the most susceptible core. The origin of these
faults is further localized using Figure 8 (fault counts vs. bit
positions), which reveals that faults predominantly occur at bit
position 15 in Core 1. Figure 8 also reveals a common pattern
in which faults primarily occur in MSB (boundary) bits,
attributed to inherent timing vulnerabilities. Figure 9 (STA
analysis) confirms that the most significant bits (in particular,
bit 15) of R15 have the least timing slack, making them most
prone to timing faults. These factors likely contributed to
the timing violations observed during the glitch conditions.
The correlation between the STA findings and experimental
outcomes supports the conclusion that a timing constraint at
bit 15 is the root cause, indicating the need for focused design
enhancements to improve system robustness.

b) ADD r6, r15: The instructions ADD R6 and R15
retrieve the value stored in R6(0xF00F), combine it with the
existing value in R15(0X0FF0), and store the sum back in
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Fig. 11. ADD Inst: Fault distribution across bit positions for the ADD
instruction, highlighting higher fault susceptibility in significant bits (bit15
to bit12) across the six cores

R15(0XFFFF). Figure 10 demonstrate that Core 1 exhibits
high sensitivity to clock glitch injection across glitch widths
ranging from 1.4 ns to 6.5 ns. The fault localization in
Figure 11 identifies bit position 14 in Core 1 as the primary
source of observed faults. STA confirms that bit 14 in Core 1
experiences timing constraints under stress conditions.

c) MULT op1, op2: When (0×0F00) and (0×0800) are
provided as inputs for op1 and op2, respectively to multipli-
cation modules, the resulting outputs are RESHI(0×0078)
and RESLO(0×0000), respectively. The experimental find-
ings indicate that Core 4 exhibits a high susceptibility to
glitches, as evidenced by the heatmap 12 demonstrating its
increased fault vulnerability. A substantial proportion of the
multiplier module bits are situated on critical paths, rendering
them susceptible to timing issues. Fault detection is contingent
upon the specific multiplier and multiplicand operands because
varying input combinations activate distinct components of the
circuit. Figure 13 fault characterization reveals that RESHI bits
4 and 5 are critical because of their role in the intermediate
stage of multiplication carry propagation.

V. EMFI ANALYSIS

Next, we examine the effects of EMFI on CAPRI6, using
the same test instructions. This section presents the spatial fault
patterns observed and correlates them with the chip layout.
To assess EMFI sensitivity, we varied the pulse durations to
4 ns, 15 ns, and 25 ns, and adjusted the voltage levels to
1.8 V and -4 V for each instruction. This approach enabled
us to observe the effects of different pulse parameters on the
susceptibility of the instructions to EMFI-induced faults.
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Fig. 12. MULT: Core 4 is more susceptibility at narrow glitch widths.
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Fig. 13. Fault characterization across bit positions reveals Core 4 as the most
vulnerable, with the highest fault counts at bit4 and bit5

The MOV experiment demonstrates a strong correlation
between R15 layout coordinates and the EMFI heatmap, as
shown in the top side of the Figure 14. This relationship
highlights the influence of specific layout features on glitch
sensitivity. Figure 15 shows that the EMFI localization effects
are more pronounced on bit 15 in Core 0 and bit 11 in Core 1,
making them particularly fault-sensitive compared with other
bits. Additionally, the figure indicates that Core 4 has six
distinct fault positions, underscoring its higher vulnerability
to the EMFI. The heightened sensitivity observed can be
attributed to the ability of pulses to traverse metal layers and
power delivery network (PDN) design components, thereby
inducing both spatial and temporal susceptibilities in Core 4.
Figure 14a overlays the EMFI fault heatmap(top right) on
the chip layout(top left) for the MOV instruction (showing
the clusters of faults, notably in Core 4’s region), while Fig-
ure 14b shows that the ADD(bottom left) and MULT(bottom
right) instructions produce similar fault-location patterns. This
consistency across instructions reinforces that certain physical
regions (Core 4’s region has more metal layers exposed) are
inherently more EMFI-sensitive. The results underscore the
main idea of the study, which is fault root cause identification
through precise EMFI localization. These insights pave the
way for targeted design interventions to improve the fault
resilience in critical chip regions.

Figure 15 demonstrates a strong correlation between pulse
duration and fault count, with longer durations yielding in-
creased faults across all instructions. Moreover, faults induced
at –4.0 V consistently exhibit greater impact than those at
1.8 V, indicating that negative voltage pulses couple more
effectively into transistor wells and increase bit flips.

The study evaluated clock glitch widths from 1 ns to 20 ns



Fig. 14. EMFI-induced fault mappings onto the die layout identify R15 failure
hotspots during MOV operations. Comparable spatial distributions in ADD
and MULT heatmaps confirm persistent layout-dependent vulnerability.
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locations due to reduced protective shielding.

and found that pulse widths over 10 ns produced minimal
impact, likely due to the system’s maximum clock frequency.
Similarly, EMFI experiments covered pulse durations from
1 ns to 25 ns with effective voltages between –4 V and 1 V,
parameters determined by the resolution of the test apparatus
(the Spider EMFI pulse generator). These boundaries establish
the practical limits for fault injection and provide a foundation
for future research to refine these parameters for more precise
fault characterization across different design configurations.

VI. CONCLUSION

CAPRI6, a six-core redundant microcontroller design, is
proposed as a platform for fault root-cause analysis. By lever-
aging scan chain-based fault observability and redundancy, we
demonstrated the precise localization and characterization of
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Fig. 16. EMFI pulse duration vs number of faults observed. Longer pulse
durations cause more faults up to a certain limit, and negative polarity pulses
(-4.0 V) consistently induce more faults than positive pulses (1.8 V)

faults induced by clock glitching and EMFI. The experimental
results validated our approach by correlating the observed
faults with pre-silicon design data and highlighting layout-
level vulnerabilities and timing constraints. This methodology
provides actionable insights for designing fault-resilient sys-
tems, thus paving the way for enhanced security in critical
hardware applications. Future work may extend CAPRI6
insights to other architectures, refine fault countermeasures,
and investigate machine-learning methods for efficient scan-
chain observability classification.
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